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Ransomware Worm WannaCry

The WannaCry ransomware is regarded as one of the most financially damaging and impactful

examples of ransomware. Primarily, this is due to the number of machines that became infected

by the ransomware and the financial costs associated with its spread. The primary targets of the

WannaCry ransomware included large sectors and aided in establishing a new trend that involved

holding critical infrastructure systems for ransom. Due to the worm component of WannaCry, it

was able to spread rapidly during the infection phase and reach the level of devastation that left

several systems unusable. Moreover, this outbreak led to new defensive techniques and questions

surrounding known vulnerabilities and the impact they can have when exploited.

Hutchins and SMB

Hutchins identified the connection between the WannaCry ransomware and the SMB port by

utilizing a virtual environment to analyze it and discovered that the behavior matched a previously

known SMB exploit. Hutchins (2017) stated that the WannaCry sample code running in the virtual

environment began connecting to IP addresses on port 445, which is used by SMB, and was able

to recall a recent ShadowBroker leak of National Security Agency (NSA) exploits that listed an

SMB exploit. This knowledge of the SMB exploit formulated the strategy for Hutchins to stop the

ransomware from spreading further. Consequently, this incident serves as a viable example of the

importance of learning known vulnerabilities.

Hutchins Recommendations for WannaCry outbreak

Hutchins provided many recommendations that tended to fall into the standard procedures he

would perform for stopping the spread of malware. According to Hutchins (2017), the first step
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was to register the unregistered domain that the ransomware was querying and to sinkhole the

traffic, second to reverse engineer the ransomware code to find vulnerabilities that would allow

him and his cohorts to hijack the ransomware and third to patch any software that needs to be

patched to prevent newer versions of the malware from taking advantage of the same exploit.

These recommendations predict that remaining current on software patches can play a vital role

in thwarting exploits of known vulnerabilities and fostering a more secure system. Therefore,

remaining knowledgeable of any identified vulnerabilities is critical for security professionals.

Awareness of identified vulnerabilities

Remaining aware of identified vulnerabilities is critical for security professionals as these vul-

nerabilities can be devastating for organizations, leading to financial losses and even the loss of

human life if an exploit of the vulnerability is performed in a specific scenario. Lightbody et al.

(2023) highlight an onboard software vulnerability of the Jeep SUV discovered by a team from

IBM, which showed that exploiting the vulnerability would give attackers remote control of the

vehicle’s speed and steering, ultimately leading to the vehicle driving off the road and potentially

causing fatal accidents. This example supports the criticality of security professionals remain-

ing knowledgeable of known vulnerabilities to prevent their impact. Additionally, understanding

attempted breaches or attacks is vital for security professionals.

Studying attempted breaches

Studying attempted breaches allows a security professional to gain insight into hackers’ thought

processes and tactics to launch their attacks. Lee & Wogan (2018) presented a survey of 126 com-

panies operating in the maritime sector and discovered that 47 percent of the large companies had
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acknowledged an attempted breach of their system compared to just 3 percent of small compa-

nies in the maritime sector. These survey findings predict that hackers are targeting larger systems

in the maritime sector, making it beneficial for security professionals to be aware of this trend.

Nevertheless, it is also beneficial to study successful breaches.

Studying successful breaches

By studying successful breaches, security professionals can better understand the actions per-

formed by hackers and formulate countermeasures against them. According to Shu et al. (2017),

perpetrators of the 2013 target breach were able to capture sensitive information due to a lack of

segmentation between normal network portions and sensitive assets. The discovery of the net-

work fallacies of this data breach creates a valuable learning point for professionals to create more

secure systems in the future. Moreover, the learning opportunities associated with studying suc-

cessful breach attempts are crucial for developing improved security procedures.

Conclusion

The relevancy of the age of the breach or attempted breach is established by the benefits and

examples highlighted in the literature. Studying attempts and successes of breaches provides an

avenue for security professionals to remain knowledgeable and innovative in their countermeasure

attempts. Remaining knowledgeable on identified vulnerabilities gives professionals a foundation

to draw from when investigating breaches and ransomware attacks. The actions performed by

Hutchins during the WannaCry ransomware attack are a supporting example, as knowledge of the

SMB vulnerability aided in creating the path to solving the attack.
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